MHO®OPMALIMOHHO-CINMPABOYHbLIE MATEPUAIIDbI
Nno BONPOCAM NPOTUBOOAENCTBUA
HEAOCTOBEPHOMU (PEUKOBOUN) MHO®OPMALIUU

ANANCNOJNIb30BAHKUA B PABOTE MNO 3ALUMTE KAAPOBOIro COCTABA
OT HETATUBHOI 0 MHOOPMALIMOHHOIICHUXOJNIOTMYECKOTIO BO3AENCTBHA



KOMMNOHEHTbI ONMPOBEPXEHUSA

3AABIEHUE | MCTOYHUKU
OT ABTOPUTETHOIO U CCbIJNTIKU

UCTOYHUKA/
CMUKEPA HA HUX

OAHHBIE KOMIMPOMETUPOBAHUE

N ©OAKThbI NEPBOUCTOYHUKA




OLEHKA NPUHATUA PELLEHUA

MNepep Hayanom pa6oTbl MO ONPOBEPIKEHUIO
Heo6Xo4MMO OTBETUTb Ha 3 NyHKTa:

n Kakoi y perika oxBaT 1 ayguTopua? JIokanbHbI KaHan unm
KpynHenwee CMIN?

E XBaTaeT N1 gokKasaTenbCcTB An14 pasobnavyeHna? nm ato npocTo
«CJI0BO MPOTUB CroBa»?

B CtouTt nu TporaTtb 3Ty TeMy? He co3gaaute nu adppekT CTpensanHg?




KINIOYEBBIE 3TAMbI PABOTblI C DEMKOM

BbIBEOP OLIEHKA

BbISIBNEHME CTPATErMM ' U KOHTPOIb

BEPU®UKALIUA OMNPOBEPXEHUE



MAPKEPbI ®EUKA

Amouunu: hbakTop cTpaxa/onacHocTu
JhkedakTbl u Te3uChI

YkasaHue BaXXHOCTU U CPOYHOCTH
Ccbinka Ha «40CTOBEPHbIN» UCTOYHUK
YTBEepxaeHve 4OCTOBEPHOCTU
leonpussaka

Mpu3biB K pacnpoCcTpaHeHuno

Mpu3biB kK AencTBUIO UnNu 6e3aencTeu

NIUHrBUCTMYECKME KOHCTPYKLMM «PaCKPbITUA NpaBabl» U
«nepeknagbiBaHNA OTBECTBEHHOCTU»

00000000




®EWNK — CBEPX®AKTOP PUCKA

onAa roCygArPCTBA U OB anda cCMUM U MEOUA

* [lectabunusaumsi coLmanbHO-NONUTUYECKOIA * lpasosbie nocneacTsns
cUTYauuu (MUTUHIM, NpoOTeCTbI, rmbenb noaei u * YTparta goBepus
np.) nonb3oBaTeneun

* DoOpMUpOBaHME HEraTUBHOTO UMUMAKA NKLA UK * CouuanbHas OTBETCTBEHHOCTb
opraHusauum

JIMYHO ANA BAC

* [loTeps mMaTepuanbHbIX LEHHOCTEN
* CMeHa MoparbHbIX YCTaHOBOK

* [loBblleHKe TPEBOXHOCTH




MEDXXHALUMWOHAJIbHAA PO3Hb

Yrpossbl ot (penKoB:

Denkn 0 MeXKHALIMOHAJIbHbIX
OTHOWEeHUAX

* CnocobCTBYIOT pasXXuUraHuio HeHaBUCTu u (2022-2024 rr.)

BpaxAabl

*  YCunuBawT CTEpeoTUnsl U ~ smB-cewt
npeaybexaeHus

«  CnocobCcTBYIOT CO3AaHMI0 aTMOChEpbI St

cTpaxa v noAo3puUTENbHOCTU
« Bo03aencTBYylOT Ha 06LWECTBEHHOE MHEHue

*  YCuUnuBawT 3KCTPEMU3M

+ Pa3pywaT counanbHy CNI04YEHHOCTb

m2024 2023 2022

41



POCT KOJINMECTBA ®ENKOB B PEFTMOHAX

C 2022 ropa
KOJINYEeCTBO
permoHanbHbIX
¢henkoB yBenn4mnochb

Ha 19 NyHKTOB. 490
:

U PervioHanbHble teiiku depnepasnbHble heiku

93%




PACNPOCTPAHEHUE ®ENKOB

* My6nukaumsa ronocosHbIX derkos oT umenn BJ1, OUB, JIOMoB (He HyXHbl haKThbl,
AOCTaTOYHO HblO3Menkepa)

» PaamelueHnue B 3apybexHbix CMU 3asisnexun oduumansHbix cnukepos u J1IOMos

» OTnpaBka npeanoXxeHu No pa3meLleHunto cpabpuKoBaHHbIX MaTtepuanoe B pOCCUICKUE
WCTOYHUKM NOA BUAOM 3KCKMIO3MBOB C nocneayowum pasobnayeHnem

» PasmelleHune B aHOHUMHbIX Tenerpam-kaHanax

* Banom cantoB / cozgaHue KNoHOB POCCUMNCKUX PeCypCcoB

» PacnpoctpaHeHue B ceTke paaukanbHbiX U ONMO3ULMOHHBIX Ka

* LUutnuposaHue B hopmaTte LenHon peakuumn Ansi NOBbILLEeHUs
1 NPOMOHraunn aktTyanbHOCTU MHdonosoaa

* MepeneyaTkn enKkoB B PyCCKOSA3bIMHOM CErMEHTE CeTH
C UHOCTPaHHbIX nnartopm

* UHTepnpeTauum B aBTOPCKUX nepegadax B pasnuyHbIX & aTax Ha Bcex
nnowaakax r '

* MoaTeepxaeHue Te3nCoB KOCBEHHbIMU AOoKa3aTesbe

» Moces ¢ NomoLLbI0 GOTOB B OTKPbITE
w PaxupoBaHue + Cnam-KoMMeHTapuu
Pacwwupenwue LIA deiika + 3anyck TapreTMpoBaHHOM —
+ ApanTauus u B6poc deil HT MECCeHaXXepoB
~00 4 nHeﬁ « PacnpocTpaHeHue Kpeo

* Micnonb3oBaHue «CRALWmUX» Tr-kaHanos, MUMUKPUPYIOLLIMX NoA
poccuinckue



MEXAHWU3MbIl NPOBEAEHNA UHOOPMALIMOHHDbLIX ATAK

3aKynka TapreTupoBaHHOWM
peKfamsl

denKkoBble aKKayHTbI
poccuncknx CMU un

rocyaapCTBEHHbIX OpraHoB

delrKoBble aKKayHTbl AN
pacnpocTpaHeHms
HEeAOCTOBEPHOW
nHpopmaumm cpeau
rpaxaaH PO

Co3paHune «cnawmx» TI-
KaHanos,
NO3ULUMOHUPYIOLMXCA KakK
POCCMUCKME

BbigsBNneHMe KOHTaKTHbIX
AAHHbIX POACTBEHHUKOB
BOEHHbIX

YyacTtue u3BeCTHbIX
YKPAUHCKUX U
OnnoO3MUMOHHBbIX 6n1orepos

ATakun Ha pocCMMUCKHUe
KOMMNaHWWU U OpraHbl
BN1acTu:

B3n10M CanToB U MHTEPHET-
nopTanos.

XaKepcKue ataku
DDoS-atakm Ha canTbl
KOMNaHu1 (anteku,
MHTEPHEeT-NI0WaAKN U
TO).

Co3pnaHne penkosbIX
canTos (rocyaapCTBeHHbIX
pecypcoB u np.)

B3nom 6a3 AaHHbIX.



dPenKoB CTAaHOBUTCA 601blue B KPU3UCHDbIE MOMEHTbI

HecmoTpsa Ha nporHo3bl, huKcupyeTca cCHMKeHne Konudecrtsa peikos B 2024 .

MporHo3 konuyecTsea Konui pelkoB Ao KoHua 2024 rona
BuiseneHo B 2023 rogy

MporHozs Ha 2024 rog,

BriseneHo B 2022 rony ~7-8 mnH

Buisenero s 2021 ro,
1,5 MnH

ﬁ s e = = =

OKT-OeK AHB.22-map anp-ueH MHON-CEH OKT-AeK AHE.23-map anp-1oH HHON-CEH OKT-AgkK AHB.24-map anp-#ioH MHON-CEH OKT-0ex
NMPUYUHbI:
- YcTanocTb nonb3osateneii oT deiikos no CBO 3a nepBoe NoNyroane KONMYECTBO KONWA
« POCT 0ONM PEervoHanbHbIX Keicos YMEHbLINIOCh Ha 44% NO CpaBHEHNIO
» MNoBbilEHWE ONepaTUBHOCTU Mep NPOTUBOAENCTBISA C aHanorn4Hbim neprogom 2023 r., Npy CHUXeHUM

» CoKpalLLeHe KM3HEHHOro LKA deika KONU4YecTBa yHMKanbHbIX herkos Ha 3%



